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February 28,2008

Marlene H. Dortch, Office ofthe Secretary
Federal Communications Commission
445 12'11 Street, SW
Suite TW-A325
Washington, D.C 20554

Writer's Direct Dial
(703) 584-8665

pgist@fcclaw com

Very truly yours,

Re: EB Docket No. 06-36
Annual 47 C.F.R. § 64.2009(e) CPNI Certification for 2007

Bluegrass Network, LLC
Foml 499 Filer lD 822760

Dear Ms. Dortch:

On behalf of Bluegrass Network, LLC, and pursuant to Section 642009(e) of FCC rules,
there is submitted herewith the carrier's 2007 CPNl certification with accompanying statement The
documents are submitted in accordance with the directives set forth in the FCC's Public Notice, DA
08-171, EB Docket No 06-36, released January 29,2008

Should any questions arise regarding this submission, please contact the undersigned.

(

~~lL .. ~J~
Pamela L Gist

Enclosures
cc: Enforcement Bureau, FCC (2)

Best Copy and Printing, Inc. (I)



Annual 47 C.F.R. § 64.2009(~) Cl'Nl C~rtificationfor 2007

EB Doci{ct No. 06-36

Bluegrass Network, LLC
Form 499 Filer ID 822760

P..a. Box 5012
2902 Ring Road
Elizabethtown, KY 42702

CERTIFICATION

1, Ron Smith , hereby certify aq a company officer that I have personal knowledge
that this company has established operating procedures effective during the caJendar year 2007
that are adequate to ensure complimlce with the Customcr Proprietary Network Information rules
set f01th in47 C.F.R §§ 64..2001, et seq..



Annual 47 C.F.R. § 64.2009(e) CI'NI Certification for 2007

EB Docket No. 06-36

Bluegrass Network, LI.C
Fonn 499 Filer ID 822760

P.O. Box 5012
2902 Ring Road
Elizabethtown, KY 42702

Bluegrass Cellular has established operating procedures that ensure compliance with the
l:'ederal Communication Commission ("Commission") rcgulations regarding the protection of
customer proprietary network information ("CPNI")

e Bluegrass Cellular has implemented a system whereby the status of a customer's CPNI
approval can be determined prior to the use of CI'NL

• Bluegrass Cellular continually educates and trains its employees regarding the
appropriate use of CPNI. Carrier has established disciplinary procedures should an
employee violate the CPNI procedures established by Carrier.

• Bluegrass Cellular maintains a record of its and its aftiliates' sales and mru'keting
campaigns that use its customers' CPNI Carrier also maintains a record of any and all
instrulces where CPNI was disclosed or provided to third parties, or where third parties
were allowed access to CPNL The record includes a description of each campaign, the
specific ePN] that was used in the campaign, and what products ami services were
offered as a part ofthe campaign.

• Bluegrass Cellular has established a supervisory review process regarding compliance
with the CPNI rules with rcspect to outbound marketing situations and maintains records
of cmTier compliance for a minimum period of one year. Specitically, Carrier's sales
personnel obtain supervisory approval of any proposed outbound marketing request for
customer approval regarding its CPNl.

o Bluegrass Cellular has implemented procedures to properly authenticate
customers prior to disclosing CrN! over the telephone, at Carrier's retail locations
or otherwise and in connection with these procedures.. Bluegrass Cellular has
established a system of passwOlds and back-up authentication meth()d~ which
complies with the requirements of applicable Commission rules.



o Bluegrass Cellular has established proccdures to ensure that customers will be
immediatcly notified of account changes including changcs to passwords, back­
up means of authentication for lost or forgotten passwords, or address of rccord.

• Bluegrass Cellular took thc following actions against data brokcrs, including
proceedings instituted or petitions filed by Carrier at a state commission, in the
court system, or at the Federal Communications Commission:

o No instances of CPNI violations stemming fTom data brokers, no action
tal; en

" Thc follo",~ng is information Carricr has with respect to the processes pretc}[ters
are using to attempt to access CPNT, and what steps carriers are taking to protect
CPN\:

o Call Center: persons call stating that they are the account holder when they
arc not - Verification of personal infonnation prior to discussing the account
information is used to protect CI'NL Detail call rccords are only mailed to
the account billing address (never fa"{ed or sent to any other address).

o Retail Locations: persons staling that they arc the account holder whcn they
are not - Veriiication of pictme id prior lo discussing any account
information or releasc of bills or call records..

" The following is a summary of all customer complaints received in 2007 regarding
the unauthorized release of CPNI:

Number of customer complaints Carrier received in 2007 related to
unauthorized access to CPNI, or unauthorized diselosure of CPNI: 0

Catcgory of complaint

o Number of instances of improper acccss by employccs

o Number of instances of improper disclosure to individuals
not authorizcd to receive the information

o Number of instances of impropcr acccss 10 online
infonnatiolJ by individuals not authorized to view the information

o Numbcr of other instances of impropcr access or disclosurc

Description of instances of improper access or disclosure:


